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1. 1.    INTRODUCTION  

1.1 Background & Overview 

The Health Partner Gateway (HPG) provides a single solution to securely exchange health 

information between a LHIN and its partners. It was built to interoperate with longer term e-Health 

initiatives and to enable Health Partner access to client health information held within LHIN tools 

and applications such as the Client Health and Related Information System (CHRIS). 

HPG is deployed with CHRIS and serves as the Health Partner interface for Service Offers, Orders, 

Billing/Invoicing, and Document Sharing. Since the application was made available in 2007, it has 

evolved into a robust, integrated application that enables LHINs and Health Partners to 

communicate and share information in ways that go far beyond the initial applications of one way 

notifications, services offer responses and equipment/supply orders between LHIN and Services 

Providers/Vendors. 

The HPG is now integrated with document management systems and more intricately with CHRIS 

to enable more sophisticated methods of information sharing, including the access of client 

information through the Community Health Portal (CHP) and through Referral Management. 

As of HPG Release 3.0 (coinciding with CHRIS Release 2.2), the Self-User Management 

enhancement was implemented to enable LHINs to have the option of transferring administration 

responsibilities to Health Partner Organizations. This module will address this functionality. 

 

 

1.2 Overview of HPG Functionality 

The HPG is one application, featuring a main area that links to each of the 14 LHINs. Each LHIN 

has its own secure area for their internal or external partners where information is exchanged. 

There are two ways to access HPG: 

 Internally - from within the LHIN network, logging in as a LHIN user/LHIN Admin user 

using Active Directory credentials 

 
 Externally - from outside the LHIN network – accessible via internet – logging in as a 

Health Partner user. 

 
 

This reference guide version update will outline the functionalities within HPG for the External 

HPG User – i.e. health partner users (providers, vendors, pharmacies, LTCHs, etc.) that access 

HPG from outside the LHIN network. 
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A user’s account type, team membership and role assignments determine what that user is able 

to see and do within HPG. 

Summary of functional principles in HPG: 

 All communication in HPG occurs between teams, as opposed to between 

individual users 

 As of HPG 3.0, a team can be managed by either a LHIN or a Provincial Health 

Partner Organization 

 A single user can belong to many teams 

 A team can have members (users) from other LHINs 

 A user can either be a person or a system (such as CHRIS) 

 Teams are either designated as a LHIN Team or Health Partner Team (either a local 

organization or a provincial health partner organization) 

 Only users set up as LHIN users can be members of LHIN (internal) Teams 

 Only users that are set up as Health Partner users can be members of Health Partner 

Organization (external) Teams 

 

 

1.3 Self-User Management 

HPG Self User Management enables LHINs to transfer administration responsibilities to the Health 

Partner Organizations. Health Partners can: 

 Manage the user accounts for their organization including functionality to add, edit, 

inactivate, and unlock user accounts 

 Assign functional roles to user accounts 

 Assign user membership to their organizational teams 

 Have improved auditing reports to monitor user access and activity 
 

These changes will result in the following benefits: 

 Health Partner Organizations will have more autonomy and will remove obstacles in being 

able to access the most up-to-date information they need in order to provide quality care to 

clients. 

 Health Partner Organizations will not be impacted by HSSOntario/LHIN timeliness and 

availability to respond to their requests. 

 Expect a decrease in user account and password sharing among Health Partner 

Organization users 

 Decrease in workload for LHIN’s and HSSOntario to manage Health Partner User accounts 

 Increased audit capabilities to monitor user activity and access to patient health information 
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Providers, Vendors and Hospital HPG users must be assigned the Health Partner 

Administrator or Health Partner Support Admin roles in HPG in order to access the module. 

 
 
 
 
 
 
 
 

1.4 Module 6 Layout 

This document is intended for Health Partners that are actively providing service to clients 

belonging to one or more LHINs. This document will address the following areas in HPG: 

 Section 2: Administration 

 Section 3: Reports 

 
Other modules available include: 

 Module 1: Introduction to HPG 

 Module 2: Document Exchange 

 Module 3: Offer Management 

 Module 4: Community Health Portal 

 Module 5: Referral Management
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2. 2.  ADMINISTRATION   

The Administration menu is available to HPG Administrators and allows access to the various 

admin functions in HPG. The sub-menu options available will depend on the type of HPG 

Administrator accessing the menu. 

This menu is available to: 

 HSSOntario Based Administrator (internal HPG) 

 LHIN Based Administrator (internal HPG) 

 Health Partner Administrator (external HPG) 

 Health Partner Support Admin (external HPG) 

 Provider Team Administrator (external HPG) 

 

Accessing Role Administration Sub-Menu 
Items Available 

LHIN Based Administrator  User Management 

 User-Team Management 

 Organization Delegation 

Management 

 External Communication Teams 

 Email Notification Management 

Health Partner Administrator  User Management 

 Email Notification Management 

Health Partner Support Admin  User Management 

 Email Notification Management 

Provider Team Administrator  Email Notification Management 

HSSOntario Based Administrator  User Management 

 User-Team Management 

 Local Org Delegation Management 

 Email Notification Management 

 External Communication Teams 

 Document Process Failures 

 Configuration 
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Health Partners (providers, vendors and hospitals) users must be assigned the Health Partner 

Administrator role or the Health Partner Support Admin role in order to have the Administration 

tab available to them upon logging into external HPG. 

The assignment of the Health Partner Administrator role must be done by HSSOntario (i.e. 

cannot be assigned by the LHIN once the organization has been delegated). An authorization 

form may be needed to initiate this process. 

Health Partner Administrators can assign Health Partner Support Admin roles to other users. 

Provider Team Administrator role can only be assigned to those users belonging to 

organizations that have NOT been delegated to a Provincial Health Partner Organization – 

and they are assigned by the managing LHIN. 

 
 

When you log in as a Health Partner Administrator or a Health Partner Support Administrator, 

the Administration tab will be available - including the following two sub-tabs: 

 User Management 

 Email Notification 
 

 

 
 
2.1 User Management 

The User Management screen allows HPG Administrators to search for HPG user accounts 

they are associated with. 

From this screen, Health Partner Administrators are able to view, add, edit and delete HPG 

users that belong to their Provincial Health Partner Organization. They are not able to search 

for System Accounts. (Note: accounts can only be deleted if they have never been accessed / 

logged into.) 
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Health Partner Administrator View: 

 
 
 
 
 
 
 
 
 
 
 

 

 
Default Search Criteria 

The screen will display default search results based on the default search criteria (which 

varies based on the type of HPG Administrator.) 

For Health Partner Administrators, the default search criteria displays: ALL user accounts owned 

by the PHPO (Account Type = “Health Partner”, Locked Status = “All”, Account Status = “All”): 

 
 
 

Custom Search 
 
HPG features Smart Look-Up (SLU) functionality, which facilitates searching by displaying 
matching content as you type. SLU fields are identified by a magnifying glass symbol.  

Using the Search Criteria fields, you can customize your user account search: 

Username – this is the name the user has been assigned to use when logging into HPG; 

First Name & Last Name – User’s first and last names Organization – 

You will only be able to select your own PHPO Team – SLU search to 

find a specific team owned by your PHPO 

Account Type – defaults to ‘Health Partner’; no other drop-down options Locked 

Status – defaults to ‘All’ status; can filter by Locked or Not Locked Account Status – 

defaults to ‘All’ status; can filter by Active or Inactive To reset the Search Criteria back 

to default, click the ‘Reset’ button. 
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Search Results 

The Search Results list will display results based on the default search criteria. The number of 

results returned is indicated in brackets beside the Search Results title: 

The following information is provided in the results table: 

Username – the login name following the firstname.lastname convention 

Full Name – User’s first and last names as indicated in the account details 

Department – displays the department the account user belongs to (if it was indicated in 

their account details – optional field) 

Account Type – Health Partner 

Organization – Your PHPO name 

Locked – Will display ‘Yes’ if the user had 3 failed login attempts 

Account Status – indicates whether an account is Active or Inactive 

 

 
         By clicking on any of the column headers, the list can be sorted by ascending or 

descending alphabetical order. 

 
 

Click on a Username link to select it for viewing/editing. 
 

 
 

LHIN User Account Details 
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2.1.1 Adding a Health Partner User 

Only Health Partner Administrators can add new users. The Add User button is not available for 

users logged in as Health Partner Support Administrators. 

To add a new user, click on the Add User button at the top right of User Management screen: 

 

 

User Type will automatically be Health Partner (no other choice) and Organization field will be 

your PHPO name: 

 
 

 
Complete the mandatory (and optional) fields: 
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Complete the First Name and Last Name fields. As you enter each field, the Username field will 

begin to auto-populate with the first and last names as you type them out, in the 

‘firstname.lastname’ format. 

A ‘Checking username’ message will pop up in red text as you type out the First and Last 

Names. This ensures that there are no duplications of usernames in both internal and external 

HPG across the province (each user account must have a unique username, so if you have 2 

Jane Smiths, one of their usernames will have to be differentiated). 

The Password field is also a mandatory field. Assign a temporary password that conforms to the 

Password rules (please refer to Module 1 Reference Guide for Health Partners) and provide this 

password to the user. Re-enter the password for confirmation in the Re-enter Password field. 

Upon first login, the user will be prompted to change the temporary password to one of their 

choosing (it must also follow the Password rules). 

Complete the Email and Department fields if desired.  Ensure the Account Status is Active. 

Assign one or more User Roles and Save the User Details screen (refer to the User Roles table 

in Section 2.1.1.1) 

 

 

2.1.1.1 HPG Roles 

The following table describes the roles available to Health Partner account users: 
 

HPG Role Description 

Document Sender User can view the list of documents received and sent in the 
Inbox and Sentbox. They can send documents but cannot open 
or save documents received in the Inbox 

Document Receiver User can view the list of documents received and sent in the 
Inbox and Sentbox for the Teams they are associated with. 
They can open or save documents received in the Inbox. 

Document Viewer User can view the list of documents received and sent in the 
Inbox and Sentbox for the Teams they are associated with. 
They cannot open or save documents 

Offer Manager Provider user can access the Offer Management tab in external 
HPG where he/she can search, monitor, accept and refuse 
service offers 

Manual Invoice 
Subscriber 

User can search for and enter purchase services and rental 
invoices 
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Client Viewer User can search for a client and view client information in the 
Community Health Portal (Client View tab) 

Referral Manager Users may be from a Hospital, Long Term Care Home, Complex 
Care facility, Short Stay Interim or Short Stay Convalescent 
facility, Community Services Organization, Rehab Facility or 
expanded role (Adult Day Programs, Assisted Living, Supportive 
Housing); users can access the Referral Management tab and 
sub tabs depending on the Health Partner Organization they 
belong to. 

Health Partner Support 
Administrator 

User has limited administrative capabilities for user accounts 
belonging to their Provincial Health Partner Organization – they 
are able to search and view user accounts, unlock accounts/reset 
passwords; add/manage email notification lists 

  Remember that the Health Partner Administrator role can only be assigned by HSSOntario. 
 

 

2.1.2 Teams 

In addition to the role(s) assigned, Team membership in HPG determines what information is 

accessible by a specific HPG user. Every HPG user must be associated with a team in order to 

have access to any information. 

Each Health Partner Organization (based on the Provider/Vendor Org Code) per LHIN branch 

has one Team automatically created for them. This team is used to receive all 

documents/notifications from each of the LHINs’ CHRIS that they partner with (Offers, Referrals, 

Frequency Changes, etc.). If additional teams are required by a Health Partner Organization, they 

will need to discuss this with the LHIN and submit a cST to HSSOntario. 

E.g. Bayshore provides services to clients from both Central LHIN and Toronto LHIN. Therefore, 

Bayshore HPG users may be associated with both teams (Central LHIN – Bayshore Team and 

Toronto LHIN Bayshore Team) which mean that when they log in and view their Inbox, they will 

see documents/notifications from both LHINs. 

 
 

To add a user to a team, open the Teams tab, from within the user’s account Details: 
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Under the ‘Available Teams’ section at the top, select the Organization Type from the drop 

down menu: 

 
 

Use the Team SLU search to narrow your search, highlight your choice and click Assign: 
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To add additional teams, repeat the process.  

Click Save. 

 

2.1.3 User Account Maintenance 

Access to User Accounts may be necessary when user account details have changed (e.g. name 

change), or when role or team assignments need to change. A common reason for accessing a 

user’s account is when a user has locked him/herself out after having had 3 failed login attempts. 

 

 
2.1.3.1 Unlocking a User Account 

Health Partner Administrators and Health Partner Support Administrators can unlock accounts 

for existing users that belong to their PHPO. To unlock an account: 

1. Search for the locked user account 

 
    Use the Locked Status search criteria to help narrow the results by selecting the ‘Locked’ 

radio button. 

 
2. Click on the Username link to access the account details screen 

 
3. Clear the check mark for locked (uncheck it) and Save. 

 
You do not need to assign a temporary password to unlock an account. 
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2.1.3.2 Removing a User Account 

In order to ensure LHINs and external partners are able to successfully audit HPG user activity, 

the ability to delete an HPG User Account is not available (the exception being when the user 

account has never been accessed / logged into).  

Only Health Partner Administrators can remove/delete a user account. This is different from 

being Inactive.  

When an account is Inactive, the user’s profile still exists in the HPG database, even though the 

status is Inactive (e.g. user is off on maternity leave and the account is inactivated while the 

user is off). 

When an account is deleted, all user account information is deleted (i.e. no record of the user 

exists in HPG). 

 
To remove an account: 

1. Search for the user account to be removed 

2. Select the user account from results list by clicking on Username link 

3. On the Account Details screen, click Delete at the bottom of the screen 
 

 

 
4. Confirmation box will appear ‘Are you sure you want to delete the user account for 

<firstname.lastname>?’  Click Yes. 
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2.2 Email Notification 

The Email Notification feature allows Health Partner Organizations to set up email notification 

lists for message types that they receive in the HPG Inbox. When they receive a message to 

their HPG Inbox, the system will automatically generate an email notification and send this 

notification to the email addresses indicated in the email notification list. 

Health Partner Administrators and Health Partner Support Administrators have access to Email 

Notification Management and are able to search lists, add new lists and manage existing ones. 

From the Administration drop-down menu, select Email Notification Management: 
 

 
 

On the Email Notification Management page, all lists for local organization teams managed 

by the PHPO will display: 

Use the scroll bar to view the entire list – note the total number of records indicated at the 

bottom right of the screen. 

Name column – displays the List name (as determined by the user who created the list name) 

Team column – displays the Team name with owner organization prefixed with the team name 

Document Types – displays the of list document types selected for the email notification 

Email Addresses – displays the list of email addresses the email notification are sent to 
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2.2.1 Search Criteria 

The Search Criteria allows users to search for specific notification lists that match the search filters: 

 

 
 

The List name allows user to search by the ‘list name’ specified by the user who created 

the list. Type in a word contained in the list name and the results will display all list names 

that contain that word: 

 

 

Search using SLU and select the Team by highlighting the correct one, then click ‘Search’: 
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3. 3.   REPORTS  

The Reports menu is available to Health Partner Administrators and Health Partner Support 

Administrators. 

Health Partner Administrators will have four sub-menu options under Reports: 

 Audit Log 

 Active User Last Login 

 User-Team Membership Summary 

 User-Role and Assignment Summary 
 

 
 

However, the Health Partner Support Administrator user will only have access to one report – the 

Audit Log – and can only view reports on their own activities within HPG. 

 
 

3.1 Audit Log 

The Audit Log report displays a listing of all user actions that are audited. 

Audit log records are viewable for a maximum of 3 years in the past from the current date. Content 

of the audit log table is monitored on a weekly basis and records older than 3 years are archived. 

Health Partner Administrators are able to view the audit log for any user that belongs to their PHPO. 

Health Partner Support Administrators and non-admin users may also run this report to view the 

audit activity for their own user accounts. 

 
 

Generate a report by using the Search Criteria on the Audit Log Report page: 
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The Organization field will be pre-populated with your PHPO name. 

You can specify the Start Date and End Date of the report results (date range). The date 

corresponds to when the Action took place). 

The default for the Start Date is 12:00AM of the current date. The 

default for the End Date is the current date and time. 

   The date range cannot be more than 31 days. 

For Health Partner Administrators, the Username field is a smart look-up that allows you to search 

and select a particular user that belongs to your PHPO. For Health Partner Support Administrators 

and non-admin users, the username field will display the logged in user’s username: 

 

 

The Action options list allows you to select one or more actions to report on (use the scroll bar to 

see all the available Action options): 
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For Health Partner Administrators view, when a Username is selected (i.e. Username field is not 

left blank), then you can select one, multiple or all Actions: 

 
 

The Filter field allows you to search for a specific action by typing in letters or sets of letters 

contained in the Action name: 

 
 

Click Show Report button to generate the report. The audit report will return a maximum of 

10,000 records (regardless of the date range) – if the results are greater than 10,000, it will 

indicate that not all records were retrieved. 

 
 

The example below displays results for ‘All’ actions for a specific user: 
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1. The top of the report displays the Search Criteria selected to generate the report 

2. The Organization name is displayed at top left of report 

3. The total number of records in the grouping is displayed at the top right of report 
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The following information is displayed in the report: Time – 

displays the date and time the action took place Action – 

displays the action that occurred 

Username – displays the username of the user who performed the action 

Description – displays a description of the action 

 
 

When a Username is not selected, (i.e. Username field is left blank) then you can only specify 

a single Action. The report below displays results for one action (Process) for all users belonging 

to the LHIN: 

 

Only Health Partner Administrators will be able to see this type of activity report 
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3.1.1 Audit Log Tools 

The Audit Log tools found at the very top of the report, right under the HPG menu tabs are 

similar to the report tools found in CHRIS and function the same way: 

1. Page scroll – either enter the page number you want to view (if there is more than one 

page) or use the forward and back arrows to scroll through the pages. 

 
2. Page size – select from drop-down menu page view % (zoom/shrink): 

 
3. Use this field to search for a specific word/name in the report. Enter the word and click ‘Find’.  

Click Next to find the next instance of the word. 

 
4. Export icon allows you to export the report to an Excel, PDF or Word file. 

 
5. Print icon allows you to print the report. 

 

 
3.1.2 Action Descriptions 

For reference, this table lists all of the audit log actions and their descriptions: 
 

Action Description 

Archive HPG Message Archiving Job started 

Chris_Client_Search User performs search for CHRIS client 

Chris_Document_Download Download a Shared Document (from DMS within CHP) 
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Create User creates a new user account upon saving the account details 
OR user has been added to a team OR user assigned a role 

Delegate A local organization is delegated to a provincial organization OR a 
local organization is un-delegated from a provincial organization 
(part of Self-User Management feature) 

Delete User’s account unassigned role or unassigned from Teams or 
account removed (accounts can only be deleted if they have never 
been accessed / logged into.) 

Disable User’s account disabled by administrator due to account 
inactivity – set to ‘Inactive’ 

Edit User account updated or unlocked, or password reset, 

Enable Setting a user account’s status from Inactive to Active 

Lock User has locked themselves out of their account due to 3 failed 
login attempts 

Login User login to HPG 

Login_Failure User fails to login to HPG 

Logout User logs out 

Post Document posted to the HPG Inbox 

Process Document processed in HPG Inbox (document was opened/ 
downloaded) 

Recall Recall a posted document 

Session_Timeout Session timed out for user 

UnProcess User has reversed the status of a ‘Processed’ 
document/notification  back to ‘Posted’ 
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3.2 Active User Last Login 

The Active User Last Login report provides a Team-based summary of active users, their last 

login date, and the user roles they are assigned. It is available to Health Partner Administrators. 

From the Reports drop-down menu, select ‘Active User Last Login’: 
 

 
 

Use the Search Criteria fields to narrow down your report results: 

Organization field – will default to your PHPO (no other options) 

Last Login From Date and Last Login To Date – select a date range to report on; optional fields 

Teams - you can use the Team Name SLU search to find an Available Team to select and move 

to the ‘Selected Teams’ list, or just highlight a team from the Available Teams list: 

 

If you wish to select more than one team, repeat the process. Click ‘Show Report’: 
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An example of how the report would look like (this is a LHIN view with multiple teams 

selected – the report categories and layout would be the same)
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Continued on page 2:  

 
 

The top of the report will display the Search Criteria selected to generate the report; Organization, 

Filter Teams By, Last Login Date Range and the Teams selected: 

 

                  
 

Beneath the header, each team is represented in a table containing User Names, Last Login 

Date, User Type and all of the roles assigned to each user. 

Use the Report tools found at the top of the report to scroll forward and back between 

pages, to search for words, to export or print (see Section 3.1.1). 
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3.3 User-Team Membership Summary 

This report allows Health Partner Administrators to view a summary of user account 

membership to Teams. 

From the Reports drop-down menu, select ‘User-Team Membership Summary’: 
 

 
 

Use the Search Criteria fields to narrow down your report results: 

Team Organization Type - mandatory field that allows user to select the Team 

Organization Type (e.g. LHIN, Provider, Vendor, Pharmacy, Hospital, etc.): 

 
 

Account Status – select Active, Inactive or All 
 

 
 

Use the Team Name SLU search to find an Available Team to select and move to the 

‘Selected Teams’ list by clicking on ‘Select’. 
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Repeat the process if you want to add additional teams to the report. 
 
 

Click ‘Show Report’ to generate the Team Membership Summary Report: 

 
 

An example of how the report would look like (this is a LHIN view with multiple teams 

selected – the report categories and layout would be the same): 
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If more than one Team was selected, it would display beneath the first one:  
 

 

The report displays the User Name, First Name, Last Name, User Type (would be Health 

Partner only), Account Status (Active/Inactive) and the Organization the user account belongs 

to. 

Use the Report tools found at the top of the report to scroll forward and back between 

pages, to search for words, to export or print (see Section 3.1.1). 

 
 

 

3.4 User-Role Assignment Summary 

This report allows Health Partner Administrators to view a summary of the user accounts 

that belong to their respective organizations and the functional role assignments of those 

users. 

From the Reports drop-down menu, select ‘User-Role Assignment Summary’: 
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Use the Search Criteria fields to narrow down your report results:  
 

 
 

Organization field – will display your PHPO 
User Type – Health Partner is the only option 

 

 

User Role – mandatory field requires user to specify one, multiple or all user roles; click on the 

Select options (blue bar) and the box will expand to display all available roles – use scroll bar 

to view all roles: 

 

Account Status – Active, Inactive or All 
 

 

User Filter Options – options include: Show all users; Show users with any of selected 

roles; show users with all of selected roles: 
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Click on Show Report to generate the User-Role Assignment Summary Report: 

 

 

The top of the report will display the Search Criteria selected to generate the report; 

Organization, User Type, User Roles, Account Status and User Filter Options: 

 
 

 

 

The report includes the User Name, Account Status and the roles selected in the Search Criteria 
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